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PARMA, ITALY 

SENIOR SECURITY ENGINEER 

YOUR OPPORTUNITY 
 
Sidel is looking for Senior Security Engineer, part of the IT organization, that will be responsible for 

designing IT security architecture, defining technical security controls for the enterprise infrastructure, 

designing Identity lifecycle management processes at Group level in accordance with heterogeneous 

local processes, designing Business Continuity processes and coordinating the Disaster Recovery 

plan definition, designing security key performance indicators about above areas and performing pe-

riodical security assessments. The candidate will also take care of the IT information security manage-

ment system in terms of design and maintain IT security policies and procedures. 

 

YOUR SCOPE 
 
■ Design, develop, implement and monitor a group IT security architecture 

■ Define technical security controls for the enterprise IT infrastructure 

■ Design, develop, implement and monitor the Identity lifecycle management processes at Group 

level in accordance with heterogeneous local processes 

■ Develop, maintain and publish up-to-date information security policies, standards and guidelines 

■ Develop and oversee effective disaster recovery policies and standards to align with enterprise 

business continuity goals 

■ Coordinate and manage external resources involved in the information security, including inter-

viewing, negotiating contracts and fees 

Provide strategic risk guidance for IT projects, including the evaluation and recommendation of 

technical controls 

■ Understand and ensure consistent application of policies and standards across all technology 

projects, systems and services 

■ Create and deploy information security and risk management training programs for all employees, 

contractors and approved system users 

■ Facilitate a metrics and reporting framework to measure the efficiency and effectiveness of the 

information security program 

■ Manage control and compliance of the security programs with relevant laws, and to minimize 

risks and audit findings 

Manage security incidents and events to protect corporate assets, intellectual property, data and 

the company's reputation 

 

 

YOUR PROFILE 
 

Level of education and languages: 

 

■ Bachelor Degree in Information Security, Computer Science, Information Management Systems, 

or IT-related field or equivalent 

■ Fluent level of English is a must; 

■ Italian and/or French is an advantage. 

 

Required experience and skills:  

■ A minimum of 5 years of experience in a combination of infrastructure, architecture security and 

information security 

■ Proven track record & experience in designing IT security solutions such as identity management 

system, access control infrastructure, strong authentication solution, encryption systems  
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■ Knowledge of common information security management frameworks, such as ISO/IEC 27001, 

ITIL, COBIT 

■ Proven track record & experience in developing information security policies and procedures and 

programmes execution  

■ Professional security management certification, such as Certified Information Systems Security 

Professional (CISSP), LA ISO 27001: 2013, Certified Ethical Hacker (CEH) 

■ Certified Information Security Manager (CISM), Certified Information Systems Auditor (CISA) or 

other similar credentials 

■ Availability to travel up to 25 %. 

 

 

 

CONTACT 
If you are interested in our proposal, please send your CV/resume with cover letter to:  

recruitment.italy@sidel.com 
 

 

     By applying to this vacancy, the applicant acknowledges and agrees to the processing of his/her per-

sonal data included in the job application. 

 

 

 

ABOUT SIDEL 
 
The Sidel Group is formed by the union of two strong brands, Sidel and Gebo Cermex.  

Together, we are a leading provider of equipment and services for packaging liquid, food,  

home and personal care products in PET, can, glass and other materials. 

 

With over 37,000 machines installed in more than 190 countries, we have nearly 170 years of 

proven experience, with a strong focus on advanced systems, line engineering and innovation. 

Our 5,000+ employees worldwide are passionate about providing complete solutions that fulfil 

customer needs and boost the performance of their lines, products and businesses. 

 

Delivering this level of performance requires that we continuously understand our customers’ 

challenges and commit to meeting their unique goals. We do this through dialogue, and by  

understanding the needs of their markets, production and value chains. We complement this  

by applying our strong technical knowledge and smart data analytics to support maximum  

lifetime productivity to its full potential. 

 

We call it Performance through Understanding. 

 

Find out more at www.sidel.com and connect with us 

  

  blog.sidel.com                           youtube.com/user/sidel 

 

      linkedin.com/company/sidel                    twitter.com/Sidel_Intl 

     

      facebook.com/SidelInternational  
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